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A UAE-aware safety layer that reviews every Al prompt for personal data, secrets, and
cross-border transfer risk — before it leaves your browser.
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What Aman Is & Why It Exists
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What is Aman?

Aman (Arabic for “safety”) is a browser
extension that reviews every prompt before it
is sent to an Al assistant such as ChatGPT,
Claude, or Gemini. In a fraction of a second it
inspects the text for personal data,
confidential information, security credentials,
and manipulation attempts — then shows
you a clear, plain-language review so you
decide what to send.

Why it matters in the UAE

Most Al models run on servers outside the
UAE. Under the Personal Data Protection Law
(PDPL — Federal Decree-Law No. 45 of
2021), sending a resident’s personal data to
them is a cross-border transfer, permitted
only to jurisdictions with adequate protection
or under approved safeguards. Aman flags
this the instant personal data appearsin a
prompt — so a routine task does not quietly
become a compliance breach.

The core idea
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In one line: the most common UAE compliance mistake with Al is pasting a resident's personal data

into a foreign-hosted chatbot. Aman is built to catch exactly that — and to let you fix it in one click.
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What Aman Does
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Capabilities
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Scan prompts for personal data & security
secrets

Detect cross-border transfer risk under the
PDPL

Classify each prompt into four sensitivity levels
Block prompt-injection and jailbreak attempts

Flag content risk under the Cybercrime Law

Improve weak prompts (locally or with Al)
Keep a local audit log for accountability

Operate fully in English and Arabic

How you use it

Type your prompt as Aman reviews it
usual. instantly, in your

Sl bdmi;ﬂﬁ' browser.
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Classification & Language
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How prompts are classified

Aman works fully in both languages, including
right-to-left layout. It auto-detects the
language of your prompt and reviews it in
that language — type in Arabic, and the
whole review appears in Arabic. Critically, its
detection engine understands Arabic: it
catches Arabic manipulation phrases (such as
"adibull alodeill Jalai”) and recognises
Arabic-Indic numerals (VAE...) inside Emirates
IDs, phone numbers, and IBANS.
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Privacy, Control & Customization

Privacy & accountability

Aman runs locally in your browser. Your
prompts are not sent to any Aman server —
there is no Aman server. A local activity log
records each decision for accountability,
reflecting the UAE Charter for Al principles of
privacy, human oversight, and accountability.
Organisations may optionally forward only
metadata (never the prompt text) to a central
log they fully control.

Configurable to your organisation

Aman is fully configurable to your company'’s
information-security and data-privacy
policies — not just the legal defaults.
Detection rules, blocked data types, the
jurisdiction (Mainland / DIFC / ADGM), the
residency mode, and the central audit
endpoint can all be set centrally. Custom

identifiers (employee IDs, project codenames,

client lists) and custom block-lists can be
added, and a single, team-wide policy can be
pushed to every device from one source.
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At a Glance, Note & Contact Jnlgig auiig danl

At a glance
do1w danl
ChatGPT - Claude - English & dauell (RTL)
Gemini - Perplexity - Poe
- Copilot
Locally, in your browser PDPL - Cybercrime Law -
— no external server UAE Al Charter
To your company & Chrome / Edge / Brave /
data-privacy policies Arc — load unpacked
Important note

Please read. Aman is a compliance-assist tool, not legal advice. Its detection is heuristic and can both
miss issues and over-flag harmless text. Using it does not by itself establish compliance with the PDPL,
the Cybercrime Law, or the DIFC/ADGM regimes. For anything material, consult a qualified UAE data-
protection practitioner.
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